
GEEK@SOMEHOST ~ $ sudo nmap -vv -Pn -A -O -sV ructf.org

Starting Nmap 6.25 ( http://nmap.org ) at 2013-02-23 13:19 YEKT
NSE: Loaded 106 scripts for scanning.
NSE: Script Pre-scanning.
NSE: Starting runlevel 1 (of 2) scan.
NSE: Starting runlevel 2 (of 2) scan.
Initiating Parallel DNS resolution of 1 host. at 13:19
Completed Parallel DNS resolution of 1 host. at 13:19, 0.06s elapsed
Initiating SYN Stealth Scan at 13:19
Scanning ructf.org (194.226.235.189) [1000 ports]
Discovered open port 80/tcp on 194.226.235.189
Discovered open port 8080/tcp on 194.226.235.189
Discovered open port 22/tcp on 194.226.235.189
Completed SYN Stealth Scan at 13:20, 4.88s elapsed (1000 total ports)
Initiating Service scan at 13:20
Scanning 3 services on ructf.org (194.226.235.189)
Completed Service scan at 13:20, 6.01s elapsed (3 services on 1 host)
Initiating OS detection (try #1) against ructf.org (194.226.235.189)
Retrying OS detection (try #2) against ructf.org (194.226.235.189)
Initiating Traceroute at 13:20
Completed Traceroute at 13:20, 0.88s elapsed
Initiating Parallel DNS resolution of 5 hosts. at 13:20
Completed Parallel DNS resolution of 5 hosts. at 13:20, 0.13s elapsed
NSE: Script scanning 194.226.235.189.
NSE: Starting runlevel 1 (of 2) scan.
Initiating NSE at 13:20
Completed NSE at 13:20, 0.56s elapsed
NSE: Starting runlevel 2 (of 2) scan.
Nmap scan report ructf.org (194.226.235.189)
Host is up (0.0056s latency).
rDNS record for 194.226.235.189: 235.189.dhcp.math.usu.ru
Scanned at 2013-02-23 13:19:58 YEKT for 18s
Not shown: 997 filtered ports
PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 5.5p1 Debian 6+squeeze2 (protocol 2.0)
| ssh-hostkey: 1024 e1:3e:8f:f9:4c:6f:e2:7d:2f:9d:19:b2:5b:2b:e2:1a (DSA)
| ssh-dss AAAAB3NzaC1kc3MAAACBAP+ssdaKxYWpzZaBvje31WL+JwIlsoOlSICFJaBXGHUZcOY6KoOI4+WHs+Zt4X8GUGMMhc/VMFdTrpFbku+JYUKCBRDCLQz
aCoLdpBbUqnxnm+n2DYmJ7Ahsa+hbZckbh2qDrOCU87JfBDQLa0xKHjYTfTS4ennDPN3XAJsGhoRpAAAAFQCsr7zqBCRzIJsisI5fuU7IMAVz1wAAAIEAtSlnh0vf
56ru6Fkx45bri+pR5xYrYSS13DfGMf6k5Xe21/HxtxSBGTUfXLw1+drZMJd6knihSDTGlHtVlvbEG2rBMBy9cpjRYUWq5SRlFaR35JUmMEstzA30w5oMtHTS8FoBR
ONRd/XSvD4WG6KAJZWxOBntpOFiGWRF/C/59GMAAACBAMBiH8YAvvJXwmM7RilhE6lXmydh9j8BHUvFIIQT0FbP+UjrX4AfEWxBgKka0YalJp6DgDwlfeBIxi4RDg
4baOBIFmC/leWc9XZpvH4282Bz4z2MwQZCRWbbgJm+blNjPaWVHZKIU8N0ZJKo4f1ZUI5DSsyeGRismCpM3w/7FLwb
| 2048 bd:7f:47:45:b2:71:ff:dd:ca:c2:53:69:cc:9b:9b:e1 (RSA)
|_ssh-rsa AAAAB3NzaC1yc2EAAAABIwAAAQEA1OhxqzDIWITcvipBhmdEcYOtu/1YvAtOfst82FclhoxAMUgMrp7JlFlchdePXcS6QmOfdNxtdeePmtm85HMh8gn
9JZvkKuhaNhazzLPCuPPi60ESn9eePhuVFGYo/4nNw8+kf60QH9ktW5eJc79VkTLlDNhJPhxnXq2JRq/MNxuKJs6F7eyxTGnQyPfTUVluF8ygewzF3hLk6tDtXVGk
fkwHCeeMf9RLda4q3+kDvNtukqR374dhI4Ql32Unzg/knPgvJX/5Omb5wFJeWb3QM7FYv53KvSgfa2tdlobCLNhHuCT7s4rcb9p39CI0aLQgYloM8slbiJyNpl3bu
t0FiQ==
80/tcp   open  http    nginx 0.7.67
|_http-methods: No Allow or Public header in OPTIONS response (status code 200)
| http-robots.txt: 4 disallowed entries 
| /2010/user/frask /2011/user/frask /2012/user/frask 
|_/user/frask
|_http-title: RuCTF
8080/tcp open  http    BitTorrent P2P tracker 3.4.2 (bttrack.py)
|_http-title: BitTorrent download info
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose|firewall|WAP|terminal
Running (JUST GUESSING): Linux 2.6.X|2.4.X|3.X (92%), IPFire Linux 2.6.X (89%), IGEL Linux 2.6.X (86%)
OS CPE: cpe:/o:linux:linux_kernel:2.6.35 cpe:/o:ipfire:linux:2.6.32 cpe:/o:linux:linux_kernel:2.4 cpe:/o:linux:linux_kernel:3
 cpe:/o:igel:linux:2.6
OS fingerprint not ideal because: Missing a closed TCP port so results incomplete
Aggressive OS guesses: Linux 2.6.35 (92%), Linux 2.6.32 (91%), IPFire firewall 2.11 (Linux 2.6.32) (89%), DD-WRT v24-sp1 (Lin
ux 2.4) (89%), Linux 3.2.0 (87%), IGEL UD3 thin client (Linux 2.6) (86%), Linux 2.6.35 (Ubuntu) (86%)
No exact OS matches for host (test conditions non-ideal).
TCP/IP fingerprint:
SCAN(V=6.25%E=4%D=2/23%OT=22%CT=%CU=%PV=N%DS=9%DC=T%G=N%TM=51286DB0%P=x86_64-apple-darwin10.8.0)
SEQ(SP=104%GCD=1%ISR=107%TI=Z%TS=8)
OPS(O1=M564ST11NW5%O2=M564ST11NW5%O3=M564NNT11NW5%O4=M564ST11NW5%O5=M564ST11NW5%O6=M564ST11)
WIN(W1=16A0%W2=16A0%W3=16A0%W4=16A0%W5=16A0%W6=16A0)
ECN(R=Y%DF=Y%TG=40%W=16D0%O=M564NNSNW5%CC=Y%Q=)
T1(R=Y%DF=Y%TG=40%S=O%A=S+%F=AS%RD=0%Q=)
T2(R=N)
T3(R=N)
T4(R=N)
U1(R=N)
IE(R=N)

Uptime guess: 125.892 days (since Sat Oct 20 15:55:36 2012)
Network Distance: 5 hops
TCP Sequence Prediction: Difficulty=262 (Good luck!)
IP ID Sequence Generation: All zeros
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE (using port 80/tcp)
HOP RTT       ADDRESS
1   4.07 ms   urfu-eix.eunnet.net (194.85.107.48)
2   4.04 ms   10.255.99.2
3   10.46 ms  10.255.11.1
4   6.22 ms   10.96.254.73
5   9.81 ms   235.189.dhcp.math.usu.ru (194.226.235.189)

NSE: Script Post-scanning.
NSE: Starting runlevel 1 (of 2) scan.
Initiating NSE at 13:20
Completed NSE at 13:20, 0.00s elapsed
NSE: Starting runlevel 2 (of 2) scan.
Read data files from: /usr/local/bin/../share/nmap
OS and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 19.58 seconds
           Raw packets sent: 2096 (97.360KB) | Rcvd: 56 (3.500KB)


